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ABSTRACT

The grand vision of pervasive computing and the Internet
of Things (IoT) involves providing people with a range of
seamless functionality, be it through automation, informa-
tion delivery, etc. However, much of the IoT is opaque; it
is often difficult for users to uncover and understand how
and why particular functionality occurs, the sources of in-
formation, the entities involved, and so forth. We argue that
automation scripts, as well as logs and provenance records
could be leveraged to assist in illuminating the workings of
connected and automated environments.

This paper explores the use of voice assistants (an accessi-
ble, intuitive and increasingly common interface) as a means
for allowing users to interrogate what is happening in the IoT
systems that surround them. In presenting an exploratory
Alexa ‘Skill’, we discuss several considerations for the imple-
mentation of such a system. This work represents a starting
point for considering how such assistants could help peo-
ple better understand—and indeed, evaluate, challenge, and
accept—technology that is increasingly pervading our world.
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1 INTRODUCTION

Our physical environments are becoming increasingly in-
terconnected as the grand vision of the Internet of Things
(IoT) becomes a reality. Such environments entail so-called
‘smart’ functionality (be it through automation, information
retrieval, etc.). We already see various functionality being
deployed; one might have their heating automatically switch
on when they come home on a cold day, for example. Services
such as IFTTT,! Stringify,? Yonomi,? and SmartThings,* (to
name a few) allow the creation and use of simple automation
scripts (often termed ‘recipes’) to drive IoT environments. As
IoT ecosystems become ever more pervasive, it will become
increasingly important that users can understand the work-
ings of their surrounding environments - including how and
why certain actions occurred, and from where information is
sourced. This may be particularly relevant when unexpected
or surprising events occur: “why did my door lock?!”
Providing visibility over the sequence of events driving au-
tomated environments could help users to understand what
is happening, thereby assisting issues of user empowerment,
trust and adoption [1, 4, 16]. This is by giving users some
insight into what led to a particular action (e.g. “the heating
was turned on as the temperature was low”), and the infor-
mation driving its occurrence (“the temperature was received
from BBC Weather”; “it was recorded four hours ago”; etc.).
In more complex arrangements, technical measures that
record how such systems operate (i.e. through logging their
past actions and behaviours, and the scripts driving them)
will be particularly important. The work of the provenance
community—which has long advocated the recording and
analysis of the lineage of data and its surrounding context—
may be especially relevant for establishing how such records
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Figure 1: A PROV representation of our IoT arrangement. Here, an automation script uses the input of two sensors (a light
sensor and a motion sensor) to determine whether a light should be switched on. This could represent automated lighting at

a person’s front door, for example.

should be captured and described. Provenance concerns the
documentation of the sequence of steps (along with their
inputs and outputs) of a particular system or process (e.g.
see Fig. 1), with common applications including the docu-
mentation of reproducible scientific research and of complex
data processing [10]. Prior research has considered audit
logging [8] and provenance [17] for the IoT. Yet, even where
such records are collected, the usability and utility of this
information remains a challenge [2, 8, 15].

This paper explores the potential for voice assistants as a
means for users to probe and interrogate the inner workings
of connected and automated environments. We describe a
prototype whereby the voice assistant allows users to ask
questions about the functionality of systems, where answer-
ing entails leveraging and analysing the details of the under-
lying automation scripts, logs and provenance records. In
doing so, we indicate the need for—and a step towards—more
intuitive means for helping users to better understand the
workings of the technical environments that they occupy.

2 EXPLANATIONS THROUGH VOICE ASSISTANTS

Our approach involves functionality within (or accessed via)
the voice assistant which allows the user to ask questions
about the automated environment they are in. The voice as-
sistant then leverages recipe, log and provenance information
to provide a meaningful response about system behaviour.
This allows a user to query both what a system did do, and
what a system should do.

We focus on voice assistants for several reasons. Firstly,
the use of natural language has long been considered an
intuitive way for people to interact with technology [11, 12].
Second, voice assistants are already commonplace (to date,
over 100 million Amazon Alexa devices are reported to have
been sold [5]). Third, they are increasingly embedded within
IoT ecosystems, acting as an interface between the user and
their various IoT devices [6]. Further, they are often used
by their owners as a means for requesting information (e.g.
“What is the weather today?”) [6]. As such, voice assistants
represent a natural point for interrogating the happenings
within an IoT environment.

Implementation

To explore the feasibility and potential of this approach, we
have developed a proof-of-concept prototype. This works as
follows: (i) the user asks the voice assistant a question (i.e.
“why did my door unlock?”); (ii) the system constructs a query
based on what the user is looking for; (iii) the relevant records
are retrieved; (iv) the results are translated into a meaningful
response; and then (v) this response is presented to the user.
The user can then choose to ask follow-up questions in order
to further interrogate the system, should they desire.
Information about how the connected environment should
and/or did behave can be derived from recipes, log and prove-
nance information. We represent this information in W3C
PROV: a “specification to express provenance records, which
contain descriptions of the entities and activities involved in
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producing and delivering or otherwise influencing a given ob-
ject"[3], stored in a Neo4j graph database’ (as is common for
storing PROV representations, e.g. [9, 14]). Fig. 1 presents an
example PROV arrangement of an automated environment,
where two sensors control the actuation of a light. Metadata
is associated with nodes to facilitate explanation, including
how a node should be ‘spoken about’ in a user-centric way
(i.e. the language and words to use).

Our implementation uses Amazon Alexa as the voice as-
sistant platform through the creation of a Skill (think: ‘app’)
which provides the means for speech-based interrogation.
This Skill acts as an interface between the user and the PROV
data, constructing a query based on the user’s request, and
querying the Neo4j database. Note that the concept is agnos-
tic to the technology stack (the platforms were selected due
to their prominence), and similar implementations could be
created to work with other voice assistants, databases, or
data representations.

3 TOWARDS MEANINGFUL INTERROGATION

Our prototype implementation provides a starting point as
to how automation scripts and records of systems events can
be leveraged to provide an answer or explanation to the user.
The primary consideration is what information should be
returned to the user. We now explore some considerations
regarding meaningful user interactions.

Relevant Information: The Scope of the Response

One can envisage situations where the user seeks a ‘broad’
overview of the system; perhaps they require a general under-
standing of how certain happenings relate, or because they
seek some context before they start interrogating further.
For such circumstances, our Skill can describe all (or parts)
of the graph of (relevant) events driving system functional-
ity, as appropriate. Given that such orchestrations typically
comprise a directed acyclic graph [13], a starting point is to
identify a relevant ‘root’ node of the graph, and then to itera-
tively traverse the relevant subsequent nodes and relay their
relationships with each other to the user. Describing the ex-
ample of Fig. 1, for instance, entails nine such relationships.
Of course, the actual utility provided by this approach, which
entails explaining the whole graph, will depend on the situa-
tion. Reciting all nodes via speech may not be particularly
helpful, especially for large and complex representations,
though may be suitable in some simple scenarios.

In other situations, a user may be interested in what drove
a particular happening, rather than a more general explana-
tion. For example, knowing that the temperature triggered
an action, the user might then inquire: “Where did this tem-
perature come from?” Towards this, a ‘localised” approach

Shttps://neodj.com

UbiComp/ISWC *19 Adjunct, September 9-13, 2019, London, United Kingdom

Why did the living room light turn on?

The living room light was switched on by the
light automation script.

What triggered the light automation script?

The light automation script was triggered by a
motion sensor observation and an ambient
light sensor observation.

Figure 2: A localised inquiry. This demonstrates how the
user could explore and traverse the records by having an ini-
tial point of interest and asking follow-up questions.

allows a user to specify their interest; in effect, to request
information about a particular object or action, which results
in the system querying the Neo4j database for the relevant
node. The node of interest can then be returned (spoken
aloud), along with its relevant relationships with directly
subsequent nodes. The user may then go on to ask about one
of those nodes; effectively acting to traverse the graph of
relevant events step-by-step, should they so require (Fig. 2).

Interpreting User Questions

Language and NLP research will be relevant in interpreting
user requests, allowing more natural and granular question-
ing, (e.g. ‘Is this temperature value an actual reading or a
forecast?”), which works to inform and construct more rel-
evant queries. Ontologies and standards will also play an
important role. There appears interesting research opportuni-
ties regarding how language can best be used to help explain
systems, particularly where the type of language could be
tailored to user characteristics and expectations, (e.g. age,
experience, technical expertise). Also relevant are means
for enabling better conversational abilities — a recognised
limitation of the current generation of voice assistants [7].

Adapting the Response

There may be situations where it is more suitable to provide
a response to the user through another modality, rather than
verbally; for instance, if the response is complex, or contains
sensitive information. A visual response, for example, could
involve delivering the answer to a ‘second screen’, be it one
on the assistant itself (if it has one), or the user’s phone,
laptop, television, etc. This could be in the form of a textual
description, visualisation (e.g. as per Fig. 1, or a comic [15]),
or some hybrid approach that combines various modalities
to best explain the environment to a given user.
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There is room for devising new interaction representations
and modalities, and investigating their suitability in different
situations through user studies. Naturally, the most appro-
priate method for answering user queries will depend on the
context, and so approaches that tailor responses accordingly
is likely a key area for research. Nevertheless, speech will of-
ten be an appropriate query interface, even where the results/
output may better suit a different form of presentation.

Further, there may well be different audiences for the
information returned; the background of the user (and their
expectations) will often be relevant. For instance, what is
deemed appropriate for a non-technical user may be different
to that of a regulator auditing the connected environment
(both in terms of the nature of the information, and how it
is returned) [16]. Such aspects also require consideration.

The Need for Systems Data

All that which has been discussed hinges on the availability
of data regarding how the system operates — which is of-
ten not collected or generally accessible. As such, we argue
that more needs to be done regarding the (i) collection, (ii)
processing, and (iii) availability of information regarding
the functionality of connected and automated environments.
Such information will provide the basis for enabling the
development of interaction methods for making this infor-
mation more meaningful to users, and other relevant parties
(e.g. auditors and regulators). More broadly, our work seeks
to inspire the exploration of what might be possible in how
such data can be used to better explain complex systems.

4 CONCLUDING REMARKS

In all, there are increasing societal demands for giving users
greater transparency regarding the technical systems affect-
ing them, especially as computing becomes more pervasive.
Beyond the speech context, by demonstrating a concrete and
tangible method for systems interrogation, we seek to help
motivate and encourage increased attention by the commu-
nity towards tools and methods that work to better empower
users, thereby assisting users in navigating, probing, interro-
gating and understanding complex systems arrangements.
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